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Why  Risk  Management 


The  Undesirable  Alternative  to  Risk  Management  is 
Crisis  Management,  a  Resource  Intensive  Process 
that  is  Normally  Constrained  by  a  Restricted  Set  of 
Available  Options 
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LCMC  Risk  Management  Process 

Implementation 


Organized,  Comprehensive,  and  integrated  approach  for 
identifying,  assessing  and  handling  risk. 

AMCOM  Command  Risk  encompasses  programmatic,  functional 
and  operational  risk. 


■  Includes  the  Risk  Assessment  Internal  Control  Process  (RAICP)/ 
Strategic  Readiness  System  (SRS)  Balanced  Score  Card 
concept.  (RAICP  PAT  Interim  Report  to  be  included  in  AR  11-2 
revision) 


■  Functional  Areas  Risk  Assessments 


■  Acquisition  Program  Risk  Assessments 

■  Quantified  Risk  Assessment  Methodology 
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Aviation  and  Missile  LCM  Command 
Risk  Management  Structure 


Aviation  &  Missile 
LCM  Command  Activities 
(Risk  Managers) 


Aviation  &  Missile  LCMC 
Risk  Management 
Review 
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LCMC  Risk  Management  Structure 


Risk  Manager 

the  principal  risk  owners  within  the  LCMC  activities. 

Interface  with  the  RMIC  to  provide  all  required  documentation  for  Aviation  &  Missile  LCMC  Risk 
Management  Reviews,  as  well  as  requests  for  Independent  Risk  Assessor’s  assistance. 


Risk  Management  Integration  Coordinator  (RMIC) 

•  LCMC’s  G  3  principal  staff  officer 

•  Reviews  and  integrates  risk  assessments  provided  by  Aviation  &  Missile  LCM  Command  Activities 
Risk  Managers  for  the  Aviation  &  Missile  LCMC  Risk  Management  Review. 

•  coordinate  all  requests  for  Independent  Risk  Assessor  assistance. 

•  Provides  risk  assessment  and  risk  management  training  for  all  Risk  Managers  and  Independent 
Risk  Assessors. 


Independent  Risk  Assessors 

•  Provides  risk  assessment  assistance  to  all  LCMC  Activities. 

•  Provides  functional  expertise  and  risk  analysis  assistance  to  the  LCMC  activities  and  programs,  and  to  the 
RMIC  as  necessary. 

•  The  Independent  Risk  Assessors  coordinate  all  requests  for  assistance  through  the  RMIC 

Aviation  &  Missile  LCM  Command  Risk  Management  Review 

•  Conducted  independently  as  critical  issues  arise  or  in  conjunction  with  Weapon  System  or  SRS  Reviews 

•  The  Aviation  &  Missile  LCMC  Risk  Management  Reviews  will  be  chaired  by  the  Aviation  &  Missile  LCMC 
Commander  or  the  designated  representative. 
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LCMC  Risk  Management  Implementation 

Phases 


1  ^ 

Phase  1  Review 

’  Risk  Manager 
Provide  RMP 

’  RMIC  Review 
of  Plans 

’  Determine 
Integration 
Risk 

’  Determine 
Deficiencies 

’  Determine 
Assistance 
Required  to 
Correct 
Deficiencies 

'  RMIC 
Coordinate 
IRAs  To 
Assist  in 
RMP  Dev. 


o* 

Phase  II 

Identify  Requirements 


Phase  III 

Resource  Schedule 


’  Determine  if 
RMP 
Required 

’  Determine  if 
Additional 
Resources 
Required 

’  Determine 
Area  Priority 

'  RMIC 
Coordinate 
IRAs  To 
Assist  in 
RMP  Dev. 


Phase  IV 

Information  System 


Dev. 

Resource 

Assistance 

Reqmts. 

Coordinate 
Appropriate 
IRAs  To 
Assist 


Data  Base 
Access 
Report 
Generation 
DB  Policy 


AMCOM  LCMC 
RISK 
MANAGEMENT 
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LCMC  Risk  Management  Implementation 

Process 


Phase  1  Review 

All  programs,  functional  elements  and  operation  elements  will  provide  the  Risk  Management  Integration  Coordinator 
(RMIC)  their  latest  Risk  Management  Plan.  The  Risk  Management  Plans  will  be  reviewed  by  the  RMIC  to  determine 
the  integration  level  of  risk.  Deficiencies  in  the  Risk  Management  Plans  will  be  identified  and  the  RMIC  will  work 
with  the  Risk  Manager  to  determine  the  assistance  required  from  the  Independent  Risk  Assessors  (IRA)  to  correct  the 
deficiencies. 


Phase  2  Identify  Requirements 

Areas  which  do  not  already  have  a  Risk  Management  Plan  will  be  reviewed  to  determine  if  a  Risk  Management  Plan 
is  required.  If  a  plan  is  required  and  additional  assistance  is  needed,  the  RMIC  will  coordinate  with  the  appropriate 
IRAs  to  assist  in  developing  the  Risk  Management  Plan.  Programs  will  be  evaluated  to  determine  the  highest  risk 
areas  and  these  will  receive  a  high  priority. 

Phase  3  Resourced  Schedules 

The  RMIC  will  develop  a  resourced  implementation  schedule  which  identifies  the  resources  required  and  a  time  line 
to  achieve  complete  implementation.  The  Risk  Management  Implementation  Process  will  be  incrementally 
implemented  beginning  with  those  areas  which  already  have  approved  Risk  Management  Plans. 

Phase  4  Command  Risk  Management  Information  System  and  Documentation 

Command  database  management  system  will  store  and  allow  retrieval  of  risk-related  data.  The  risk  management 
information  system  provides  data  for  creating  reports  and  serves  as  the  repository  for  current  and  historical 
information  related  to  Command  risk.  This  information  include  risk  assessment  documents  and  any  other  risk-related 
reports.  The  RMIC  is  the  LCMC’s  principal  staff  officer  responsible  for  management  of  the  reporting  system  and 
will;  Publish  any  restrictions  for  entering  data  into  the  database;  Identify  reports  and  establish  a  schedule,  if 
appropriate;  Use  standard  report  formats  as  much  as  possible;  Ensure  that  the  standard  report  formats  support  all 
users,  such  as  the  PM,  functional  areas,  IPTs,  and  IIPTs;  Establish  policy  concerning  access  to  the  reporting  system 
and  protect  the  database  from  unauthorized  access. 
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Continuous  Application  of 
Risk  Management 
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Risk  Information  Form 


Risk  Information 


Risk  Icentf  ca:ion  Number 
Risk  Event: 

Friorky 

Major  Sys-em-'Cnm  ponenti'Fu  no:ional  Area: 
Category: 


Statement  nt  Risk: 

Description  of  Risk: 


Key  Parameters: 
Assessment 

Analysis: 


Process  Var  ance 
Probability  of  Occurrence: 
ConEequenoe: 


Time  Senskivity: 
Other  Affected  Areas: 

Risk  Handling  Plans: 


Risk  Monitoring  Activity: 
Status 

Status  Da:e: 
Assignment 


Form 

□ate 


Reported  By: 
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Risk  Tracking  Report 


Risk  Tracki n g  Repo rt 
(Exanp  e  Report|i 


R  lak  A  raa  Status :  design 
S  Ig  n  meant  C  e  el  g  n  Ftl  aka : 
1.  Title:  5ys:em  WEigM 


PF:  h 

Cf:  HI 

PF:  HI 

Cf:  HI 

Risk  Event 


■Let  on: 


Exceed  system  a  =  gM  by  IDl.-iiaecrEaslngT-e  range  ana  Increasing  "Lei 
conEL  rrpUor . 

Exanln  ng  sjb5ys:=TS.:3  determine  arsas  are  walgn:rnayb=  rea  -ices 
Rev  ec.-lrg  the nesfLilrement.  Closely  watering :te  effector  reliability  aid 
s-urY  Inability. 


2.  TltlB: 


h 


C  ■  HI 


;eslgr  Analysis  L  F.  ■  _ 

Risk  Event  -illjre  H/odeE.  Effects  and  Crll  callLy  Ana  ysls  (FMECA;  Is  plarnec  foe  iate 
:-o  lden:lty  ard  corrac:  any  citloal  slngJs-poinfallura  points  prior  Id  deElgr 
"eeza 

Action :  Ac  a  t  ona  resources  a.s  celrg  sol  ghL  to  eased  le  penonmar  oe  or  FMECA. 


PF:  HI 
PF:  HI 


cf:  M-sdi-ll 
cf:  UodHil 


II.  risk  Area  status:  c  jpno-ias  my 
1.  Title:  Oparat  onal  Support 

Risk  Event  =o«er supply  EuQoniL'actar  Is  lr  Irancla  :ra  ube  and  nay  go  oul  o' 
buslress-.  Nootner  mown  sc-jrces  exist. 

Action:  jolrg  tradi  study  :c  see  If  atamallve  Designs  hace  a  broacer  power  sl  ppiy 

vendor  base.  =rfrre  contractor  fe  negotiating  wlir  :re  su  to  on  tractor  to  buy 
draw  ngE  To'  decElopT  e  nL  or  Ee&ond  source! 
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ElsmBnl  Oescr  ptlon 

Risk  Identinc^tlDn 
[1  Gj  h  urn  Db  r 

IdmtrrVES  Lie  risk  and  Is  a  BiHlcal  elamenrt  or  lrj;armador  3ss  jnlrg  llnai  3 
relational  dalabase  will  de  jesc  ty  triE-  Pl^o.  (ConslrLdtir^  ID  numter  *c 

Id e nl 1 ry  one -  orgar  izarkcn  'eEponelidle  Iter  ocersigri.j 

RlBk  Event 

S:b:es  ths  rts-fc  event  and  derimes  iLwrr  a  -deEcnptive  rame.The  s:a:srrent 
and  rlsi  Ic  enL  F  oai  an  im^er  will  3lway&  t  a  as&^o  3t=d  In  an>'  report. 

FtI  Drlty 

R&lleolslhs  lrr  poi-tan-ce  oTIhls  rlEk  priority  OEElgnec  by  trio  RMO  CDrrpared  1o 
all  -ciherrlsts.  e.g.  3  ore  {1]  IibiMi  in  n  die-  r  ghest  prior® y 

D ata.  Submitted 

GIvbe  -r-s  date  trie  RBF  was  EJJbirhteo. 

M-ajor  Sysremr 
Companenl 

1  dentines,  Lie  ma]cr  5yEt«m.'CDrrpor-snt  dasec  on  tfiPWE9S. 

Oubsyslem.1 

Fur  cl  oral  Araa 

Identrres  trio  perllranL  &l  Dsy&Len  or  compmer"  o  a.  e.  e-d  cn  ire  WEB. 

-Category 

ldeitJlss  line  risk  as-  bechr  IcaL'perlbrn-  ancs  css:  or  scnesule  or  csmblnator  or 

d~l  E  ErS . 

Otalen-snt:  c-T  Ftl-BK 

G  ves  o  -concise  aLaLenent  (one  or  s-anten-ces)  or  Die  rls-k  . 

Descflpilon  of 

R  1  b  k 

Edelly  -descrtae-E  :he  rls-i..  I_  &Ls  Line  key  processes  lha:  are  Involved  n  Ills 
leslgn,  de.elopmenrt,  aid  production  orir-a  parikmiar  system  or  subEys:em.  ir 
tecInnucal/perTcnniar-ce,  nclud-es  now  K  Is  rranireELec  (e.g.,  design  aid 
engineer  ig,  iranu'at^rlng,  etc.). 

Key 

Parama-tara 

Idmtnas  Bne  key  psj-ameler.  minimum  acceptat^e  value,  s=nO  goal  value.  If 
appropriate.  Ice  nt  'as  e  5-scolsied  bl  dsyabem  values  required  lo  mee:  Hne 
mlnlmLT  acoepladle  value  anc  des^rlnes  the  prkidpal  events-  planned  t-c 
cemors-lraia  lha:  the  minimum  value  fnas  Dean  met 

As^e-Bsm  ant 

B:a:es  IT  an  assass- t  a  nt  res  t-eer  cent.  Cde&  ~he  R.sk  Assess  Ter;  Raport  IF 
appiapna^-. 

Ami  a  lysea 

E  ~let1y  -des-c-r  des  Bfie  ansJysIs  done  ~o  a&Ee&E  ir  a  risk  IrcludeB  r 31 1  o n -a  1  e  and 
tasls  Tor  res-j  te. 

Pro  caD  lllty  or 

Oc  g  u  rrenca 

3:a:es  tine  like  noco  *:r  Line  event  oocumng,  based  cn  dellr  mens-  In  me 
program's-  Rlsi  Manage  mend  Pier. 

Cc-nByq  uanca 

Eiaies-  Hne  consed  jeice  -cF  tne  event.  IT  1  occurs  based  or  deffiirtfdns  n  "he 
p ~og~am  s-  Rlsi  Malaga  menl  Pieu. 

Tima  s  s  r  a  Itlvlty 

Esllm5,:es  the  relailc-e  urgency  ror  imp  amerllrg  ira  Nsk-r  anc  u  ng  o  p~ ic n 

otner  ire  c  1  e  U 

A  reas 

ir  ippropnare.  ic  a  nL  r  es  sny  o~ r e r  s-uOe ys-1  e n~  or  process  tr.sl  inis  rlEk  alsds 

Risk  H  an-d  lln-g 

Plans 

Elefly  deEC~bes  plans  to  mlbgale  the  risk.  R.eJa  ~s  lo  ary  deisliec  plans  ira~ 
irisy  exLS-1.  IT  -ap«c  "opr  aLe. 

RlBk  MiQ-nRorlrig 
Activity 

MeaEures  u  sir  g  meirlcE  Tdr  'tracking  crogresE  n  mplerr-ent :.ig  rlsk-lnandllng 
pan&  end  achieving  plarnec  res-ulia  Jor  rls-c  reduct  on. 

5-tatu  a 

E  nelly  repcrlE  ira  EL-atJs-  c-  the  ns-lc-har-dllng  scllvlces  anc  oulcDrr.es  relevant 
to  ary  rlEk  handing  mlles-1  ernes 

5-talus  Dlb  Data 

l  s-1  e  date  or  line  Et-atus  rapDrl. 

Assignment 
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